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Abstract: As technology advances rapidly, cyber threats are also becoming increasingly
sophisticated. In particular, the complex techniques employed by threat actors in malware
can overwhelm existing static malware analysis tools and complicate the analysis process.
This paper proposes the use of the Model Context Protocol (MCP) as a novel approach
to static malware analysis. MCP aims to enhance analysis accuracy and efficiency by
evaluating the code obtained through malware reverse engineering not only syntactically
but also functionally and contextually. It leverages Large Language Models (LLMS) to
automatically analyze the relationships between different code components and identify
potential malicious behavior patterns. To provide a concrete example, a case study was
conducted on a ransomware sample. The results demonstrated that the MCP approach can
detect obfuscated or hidden functionalities, such as file encryption methods, more quickly
and accurately compared to manual inspections. The findings reveal that using MCP can
significantly enhance manual review capabilities with existing static analysis tools and
significantly shorten the overall analysis process.
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TEDARIK ZINCIiRi SALDIRILARI: SISTEM ACIKLARININ HACKLEME
PERPEKTIFINDE DEGERLENDIRLEREK KARSI KOYMA KAPASITESI
GELISTIRILMESI

Ozet: Dijitallesmenin hiz kazanmasiyla birlikte kurumsal ekosistemler giderek daha
karmagik hale gelmekte ve bu durum siber tehditlerin 6lgegini, etkisini ve karmasikligini
artirmaktadir. Ozellikle tedarik zincirlerine yonelik siber saldirilar, yalmzca hedef
organizasyonlar1 degil, ekosistem i¢inde yer alan yiizlerce kurumu etkileyerek sistematik
riskler olugturmaktadir. Bu ¢aligmada, son bes yil icinde gerceklesmis tedarik zinciri
saldirilar1 detayli olarak incelenmis, bu saldirilarda kullanilan yontemler siniflandirilmis
ve kurumlarin saldirilara karsi koyma kapasitelerini gelistirebilmeleri i¢in yonetim
bilisim sistemleri (YBS) tabanli ¢oziimler onerilmistir. Ayrica, zararl yazilim analizine
yonelik olarak Model Context Protocol (MCP) yaklasimi Onerilmis ve LLM tabanl
analizlerin, manuel analiz yontemlerine kiyasla hiz ve dogruluk acisindan 6nemli
avantajlar sagladigi ortaya konmustur.
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